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Cyber Resiliency Act Supplier Conformity Checklist

Section A: Essential Requirements:

Products with digital elements shall be designed, developed and produced in such a
way that they ensure an appropriate level of cybersecurity. If you do not produce a
product with digital elements, then you are safe to skip this section.

All supplied product must:

Requirement Notes
Be made available on the
market without known
exploitable vulnerabilities.

Be made available on the
market with a secure by default
configuration.

Ensure vulnerabilities can be
addressed through security
updates.

Ensure protection from
unauthorized access by
appropriate control
mechanisms.

Protect the confidentiality of
stored, transmitted or other
processed data.

Protect the integrity of stored,
transmitted or other processed
data.

Process only data that is
adequate, relevant and limited
to what is necessary.

Protect the availability of
essential and basic functions.
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Minimize the negative impact by
themselves or connected
devices

Be Designed, developed and
produced to limit attack
surfaces and reduce the impact
of anincident

Provide the possibility for users
to securely and easily remove
all data and setting.

Section B: Vulnerability Handling

Vulnerabilities on products with digital elements shall be handled in a securely,
documenting and disclosing of any found, with a security Patch addressing exploitable
issues to follow. If you do not produce a product with digital elements, then you are
safe to skip this section.

A supplied product must have the following design consideration in place:

Requirement Notes
A way to identify and document
vulnherabilities contained in the
product.

A system to identify and
document all components
contained in the product
through a software bill of
materials. (SBOM)

The ability to address and
remediate vulnerabilities
without delay, by providing
security updates to the product.

Show that effective and regular
tests and cyber-security reviews
are applied to the product.
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A method of sharing and
publicly disclosing information
about fixed vulnerabilities.

Enforcement of a co-ordinated
vulnerability disclosure (CVD)
policy.

Facilitate a method of sharing
information with certified
bodies about potential
vulnerabilities in a product.

Provide mechanisms to
securely distribute updates, and
(where applicable) in an
automated manner.

Ensure that available security
updates are disseminated
without delay.

Section C: User information and Instructions
All products must have the following information provided on handover.

Requirement Notes
The product must be
accompanied by the name,
registered trade name or
registered trademark of the
manufacturer, and the postal
address, the email address or
website at which the
manufacturer can be
contacted.

There must be a single point of
contact provided where
information about
vulnerabilities can be reported.
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The location of the
manufacturers policy on
coordinated vulnerability
disclosure.

Name, Type and any additional
information enabling the unique
identification of the product

The intended purpose of the
product, including the security
environment, security
properties, as well as the
product’s essential
functionalities.

Cybersecurity risks, already
existing or through foreseeable
circumstance, that could arise
due to intended use or misuse
of the product.

The internet address at which
the EU declaration of
conformity for the product can
be found.

The Technical security support
offered by the manufacturer.

The expected end date of the
support period of the product.

Instructions on the necessary
measures during initial
commission and throughout the
lifetime of the product to ensure
secure usage.

Instructions on how changes to
the product can affect the
security of data.
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Instructions on how security
relevant updates can be
installed.

Instructions on secure
decommissioning of the
product, including how user
data can be securely removed.

Instructions on how the default
setting of automatic security
updates can be turned off.

Instructions for where the
productis intended for
integration into other products,
the necessary information for
the integrator to comply with
the essential cybersecurity
requirements (set out in Section
A).

Section D: Technical Documentation Requirements
Technical documents for the product need the have the following:
Requirement Notes

Intended purpose of the
software

A list of versions of the software
that would affect compliance
with essential cybersecurity
requirements

(If a hardware product)
Photographs or illustrations
which show external features,
markings and internal layouts
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Necessary information on the
design and development of the
product.

Description of the system
architecture explaining how
software components build or
feed into each other

Information and specifications
of the vulnerability handling
processes putin place.
(Software Bill of Materials,
Coordinated vulnerability
disclosure policy, contact
address for the reporting of
vulnerabilities, secure
distribution of updates)

Assessment of the
cybersecurity risks against
which the product with digital
elements is designed,
developed, produced, delivered
and maintained

Information that was
considered to determine the
support period

Reports of the tests carried out
to verify the conformity of the
product and of the vulnerability
handling processes with the
applicable essential
cybersecurity requirements as
detailed in the CRA.

A provided copy of the EU
declaration of conformity of the
product.
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Section E: Conformity Assessment
The product must be tested and approved by a CRA governing body:
Requirement Notes

An application must be lodged
with a CRA notified body.

A quality system must be in
place by the manufacturer
which contains a systematic
and orderly list of all policies,
procedures and instructions.

A document on the quality
system that demonstrates the
organisational structure and
management of the design,
development, quality assurance
and vulnerability handling of the
product.

A document on the quality
system that demonstrations
design and development
specifications of the product.

A document on the quality
system that demonstrates
design and development
control & verification
techniques of the product.

A document on the quality
system that demonstrates the
examination and testing that
are carried out before, during
and after production.

A document on the quality
system that includes
inspections, testing and
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calibration specifications with
reports.

Section F: Risk Assessment

The manufacturer must had a risk assessment for the product with the following
considerations:

Requirement Notes
Arisk assessment must be
performed on the product, for
both cybersecurity risks and
risks in relation to health and
safety of users.

The risk assessment must be
updated throughout the support
period of the product.

The risk classification of the
product, and each version of
the product, must be updated in
regards to the emergence of
new vulnerabilities.
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